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IBM WEBSPHERE ADAPTER 6.2 — LAB EXERCISE

Install and configure SSH server
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What this exercise is about

The objective of this lab is to guide you through the installation and configuration of SSH server that
supports SFTP and generate the key-pair (public-private) using PuTTy key generator.

What you should be able to do
At the end of this lab you should be able to:
* Install freeSSHd server
* Create users in freeSSHd server

» Install PuTTYgen and generate key pair (public and private) using it

Introduction

SSH over FTP (SFTP) is a network protocol that provides a mechanism for file transfer over a reliable data
stream. SFTP runs on a secure SSH channel on port 22 and encrypts all traffic using either user name and
password authentication or public key authentication. Public key authentication uses a pair of computer
generated keys, one public and one private.

You will install the freeSSHd server and configure it to create users as a prerequisite for the FTP Adapter
— SFTP support lab.
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Part 1: Install and configure freeSSHd server

This part of the lab describes the steps for installing the SSH server, freeSSHd, and then guides you with
the configuration setup.

1. Go to the http://www.freesshd.com/?ctt=download and download the latest stable version of
freeSSHd onto your local machine

2. Double click the downloaded freeSSHd.exe file to start the installation

3. Follow the instructions on the Welcome screen and click Next

fi5! Setup - free5SHd S5H,/ Telnet Server [_ ] |

Welcome to the freeSSHd
SSH/Telnet Server Setup Wizard
Thiz will ingtall free55Hd 1.2.7 on vour computer.

It iz recommended that you close all other applications before
continuing.

Click Mest to continue, or Cancel bo exit Setup.

Cancel |
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4.  Accept the default value or Browse and select the location of your choice for and click Next

]inzl Setup - freesSSHd SSH,/ Telnet Server M= B3

Select Destination Location
“Where zhould free55Hd S5HTelnet Server be installed?

.‘J Setup will ingtall freeS5HA S5HTelhet Server into the fallawing folder.

To continue, click Mest. [F pou would like to gelect a different falder, click Browse.

:AProgram Fileshf Browsze. .. |

Ak least 1.6 ME of free disk space iz required.

< Back I Mest = % I Cancel |

5. Ensure that the Full Installation is selected and click Next

]in,zl Setup - freeSSHd 55H/Telnet Server

Select Components
wihich components should be ingtalled?

Select the components you want o ingtall; clear the components you do not want to
ingtall. Click Mest when vou are ready o continue.

Full inztallation
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6. Click Next on the next screen to accept the default start menu folder

]inzl Setup - freessHd 55H/Telnet Server

Select Start Menu Folder
Where should Setup place the program's shortouts?

Setup will create the program's shortcutz in the fallowing Start Menu folder.

To continue, click Mext. IF pau would ke to select a different falder, click Browse.

Browse... |

[T Don't create a Start Menu folder

¢ Back I MHest ;|IE I Cancel |

7. Accept the defaults on the next screen to create a desktop icon and click Next

]inzl Setup - freessSHd 55H/Telnet Server

Select Additional Taszks
Which additional tazks should be perfarmed?

Select the additional tazkz you would like Setup to perform while inztalling freeS5H
S5H/Telnet Server, then click Mest.

Additional icons:

¥ iCieate a desktop icor

¢ Back I MHewt > F:: I Cancel

2009 February, 17 IBM WebSphere 6.2 — Lab exercise Page 4 of 15

WBPMv62_AdapterConfigureSFTPServerLab.doc



© Copyright IBM Corporation 2009. All rights reserved
IBM WEBSPHERE ADAPTER 6.2 — LAB EXERCISE

. Verify and click Finish on the summary screen. The installation takes less than a minute depending
upon the system resources

]inzl Setup - freessSHd 55H/Telnet Server

Ready to Install

Setup iz now ready to begin ingtaling freeSSHA S5HATelnet Server an your
computer.

Click. Inztall ko continue with the installation, or click Back if you want bo review ar
change any zettings.

Destination location; -
C:“Program FileshfreeS5Hd

Setup type:
Full inztallatiamn

Selected components:
Executable

Start bMenu folder: L
freeS5SHA

Additional bagks:

ki

¢ Back
9. Click Close in Try Other Product screen
43 Setup - Other WeDnlyDo! Products [_ |} |
Try Other WeOnhDo.com Products -

Feel free ta by alzo ather products that can complerment pour projects.

—|

wodSSHServer ActiveX

FreeS5HD iz bazed on wodSSHSemver Thiz is an Actives
component you can put bo pour application to get zerver side of 55H
[and SFTP] protocol, az well as old TELMET protocal support. I

provides strong encruption of data and authentication of users over
ingecure networks.

wodSSH ActiveX

Activer companent that provides support for communication with
remote conzole-type services. [t will connect to inzecure Telnet and
encypted S5H1 and S5H2 [zecure-shell] servers. IF pou are

looking for %8 Expect” behavior [az on LM systemsz] - this iz the
product for you,
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Select Yes from the Setup pop-up window to create Private keys

Setup |

L] E Priwate keys should be created, Should I do it now?
L

Click No in the next Setup window shown below:

Sektup |

L] 'E Do ol wank to run FreessHd as a system service?
L

Click Finish to exit setup

Select Start > Programs > freeSSHd > freeSSHd

Click the FreeSSHDService ('ﬁ) icon at the bottom tray

The freeSSHd settings window is opened:

£ freessHd settings IS[=]

Uzers I Hoszt restrictions I Logging I Online uzers I Automatic updates
| Telnet I S5H I Authentication I E ncryeption I Tunneling I SFTF

;x Telnet server iz nok running.
Click here to start it.

w S5H zerver iz running.
There are no uzers curenty online.

Click here to stop it

Click SFTP tab from the top. Browse and select C:\Labfiles62\SFTPHome as SFTP home.

Note: Make a note of this directory as this is going to be the home directory for all the users that you will
define later in this lab.
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ﬂ freessSHd settings P =]

Izers I Hast restrictions I Lagaing I Online users I Autarnatic L
Server status I Telnet I S5H I Authentication I Encryption I Tunneling SFTR

-__':"-'uj_ -

SFTP home path: IE:'\LabfiIesEE'\SFT PHaome -

17. Click Telnet tab from the top and ensure that the Port number is 22

Ilzers I Host restrictions I Logaging I Online users I Automatic updates
Server status Telnet | S5H I Authentication I Encryption I Tunneling I SFTP
i |
) St
Listen address: pA

bl &x number of
cohnections: Il:I
|dle timeot; IEI zecondz
Banner mezsage: | |

Command shell: IE:'\WINDDWS hapzternd2homd. exe

[ Start Telnet server on freeS5Hd startup
¥ Usze new conzole engine

18. Click the Authentication tab. Browse and select or accept the default Public key folder. Make a
note of this folder as you are going to use this while generating the public/private key later in this
lab.

Online uzers I Automatic updates

Izers I Haoszt restnictions I

Server statuz I Telnet I S55H E ncryption I Turneling I SFTF

g

Public key folder: [E:'xF'ru:ngram Filez\free55Hd" I |

~ Pazzword authentication
i~ Dizabled % Allowed i~ Required

— Public key authentication
" Dizabled &+ Allowed " Fequired

19. Add a user without public key authentication: sftpuserl
___a. Click Users tab from the top of the settings window

__b. Click Add...
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___c. Provide the values as shown below in the User properties window:

1) Login: enter any value, for Ex: sftpuserl (This is the user name to connect to your FTP
server)

2) Authentication: select Password stored as SHA1 hash from the drop down menu
3) Password: enter any value, for Ex: password
4) Password (again): enter the same value entered for the above field

5) Select the box next to SFTP

¥ shtpuser properties |_ O] x|
General |
ﬁ

Login: Isftpuser'l

Autharization: IF'asswu:uru:I stored az SHAT hash j

Fazsword: I Start typing here to change pazsword

Fasswond [2gain]: |

Damait: |

Uszercanuze: [~ Shell

W SFTF
[ Tunneling

Cancel Apply

6) Click OK

___d. You should now see sftpuserl added under Users tab

2009 February, 17

ﬂ freeSsHd settings H=]

Server statuz I Telnet I 55H I Authenticatian I E ncruption I Turneling I SFTF
Host restictions I Logging I Online uzers I Automatic updates
ﬁ
Add... Change... | Femove | Jiib
Login + Shell SFTP Tunnel
Sostpusert ) @ ''''''''''''' v -
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20. Add another user with public and private key authorization: sftpuser2
___a. Under Users tab, click Add...

__b. Provide the values as shown below in the User properties window:

1) Login: enter any value, for Ex: sftpuser2 (This is the user name to connect to your FTP

server)

2) Authentication: select Public key (SSH only) from the drop down menu

3) Select the box next to SFTP

¥ User properties M=l E3
General I
~y
vib
Logir: IsftpuserE
Autherizatior: | Public key [SSH anly] =l
Fasswond: |

Pazsword|[again]: |

Diamair; |

Usercanuse: [~ Shell

¥ SFTP
[T Tunneling

Cancel Amply

4) Click OK

___¢. You should see one more user, sftpuser2, added under Users tab

Login Shell SFTP Tunnel
G =
5 sftpusen & 3} &
Sosfpuserz ® @ ® :
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21. Use PUTTY generator to generate public-private key pair

___a. Go to the http://www.chiark.greenend.org.uk/~sgtatham/putty/download.htm| and download the
PuTTYgen (puttygen.exe) file onto your local machine.

__b. Double click the downloaded puttygen.exe file to start the key generation

__C. You should see the ‘PuUTTY Key Generator’ window:

B PuTTY Key Generator [ X] |

File kKey Conwersions Help

— ke
Mo ke

— Achiong

2009 February, 17

Generate a public/private key pair
Load an existing private key file

Save the generated key

Generate

Load |

Save public key Save private key |

— Parameters

Type of key to generate:;
£ 55H-1 [RSA) {* 5S5H-2 ASA

Mumber of bitz in a generated kew:

" G5H-2 D54

|1EIE¢1
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___d. Click Generate and keep moving your curser inside the window to create some randomness

B PUTTY Key Generator
File kKey Conversions Help

—keu
Fleaze generate some randomness by moving the mouze over the blank area.

]

—Actions
Generate a public/private key pair | Generate I
Load an existing private key file Laad |
Save the generated key Save public key | Save private key |
— Parameters

Type of key to generate:
1 S5HA [BSA] ¥ SSH-ZRSA " SSH-2 D54

Mumber of bitz in a generated key: |1 024
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___e. You should see the generated key as shown below:

B PUTTY Key Generator
File key Conversions Help

~key
Public key far pasting into OpenS5H authurized=keys file:

zzhrza

AdAAB N zaC T poZE Attt B D AAAIE AR 3mEhRf<FB CO/BlckilBGEzalE wiovwwof T 2:b 76
wE BdPuv LD dL Pyl xzEjheH kaubs Dwe2HE 2Bab+ U 27 1P 208008 G Fdi= a6 1=Bonk.a
QL2 aezy OB Fint Dl BFJ sgM gdi67 R ngBt 4E GE Bty bR PHSE R Siv*riiaz8=
rza-key-20030519

F.ey fingerprint: Issh-rsa 1024 E7:56:5a:e3:8c:d3: Je:b0:54: 52 af: BF.5E: Be: 4F: df
K.ey comment: Irsa-ke_l,l-EDDEDE‘l 9
ey passphrase: I

Caonfirm pazsphraze: I

—Actions

% | Generate

Generate a public/private key pair

Load an existing private ke file Load

Save the generated key

Save public key | Save private key

— Parameterz

Type of key to generate:
" S5HA [RSA) ¥ S5H-2 BSA " S5H-2 DSA

Murnber of bitz in a generated kew: |1 04

__f. Enter any value for Key Passphrase, for Ex: passphrase

___g. Enter the same value for Confirm Passphrase, for Ex: passphrase

2009 February, 17

— ke
Public: key far pazting into Open55H authonized_keys file:

zzh-1za

ot B3R z2aC po2E Aluda B 0 Add E Ak 3mEhE<FECD /B lckilBGEzaGwlowywof T 2xM7E
wE BdPys ) wD dLPphMszBiheH b ubS Dwe2H B/ bab+ L 27rP208gdBGF df< 4G 1B onk.a
O FLA T2 aezp 00BN Finkd D ufBF g gdiE 7 CngEfk AE GE Bty hizR PHEE KIS iiaz88=
rza-key-20030619

-

K.ep fingerprint: Issh-rsa 1024 67:56:5a: 23 Bo: d3: 38 b0:54: 52: af: 6 56: Ge: 4F df

k.ey comment; |rsa-key-2EIEIEEIE‘I 9

K.ey pazzphraze:; l"""""l

Confirm paszphraze:; I"'" . uul
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___h. From the main menu, select Conversions > Export OpenSSH key

File Key | Conyersions  Help

Key— Impork ke

Public k Export Open3sH key h
|Ssh-r3~3 Export ssh.com ke
A A D

___i. Browse and select any location to save this private key and provide any name for the file, for Ex:
location - C:\Labfiles62\SFTP and file name — PrivateKey.ppk

Note: Make a note of this file name and the path provided here.

___j. Open a windows explorer and browse to your Public key folder, C:\Program Files\freeSSHd, and
create a file with exactly same as the user name, sftpuser2, without any file extension

Note: The file name should match the user name that you created with public key authorization in the
previous steps of this lab.

___ k. Copy the public key from PuTTY Key Generator window

— ke
Public key for pazting into Open55H authonized_keys file:

zzhrza ﬂ

A8AAB 3N zaC T po2E tdb s B LA A EAhImEREFBCD/BIckiBGEzaG wlowof T 2xk 76

wiE BdPyv D dLPyhM seBjheH P uBS Dwe2H B bab+ 1 27 P 2g8qdSG F df= 4G 1B enk.a
OkA LN 2/ aezp0iW BMFinkd D ullEF) 2gM gdiE YO ngb it AE GE Bty heR PHEB KIS iiaz28=
raa-key-200306513 -

___|. Open the above created file, sftpuser2, (using word pad or note pad) and paste the public key
into that file

B sftpuser2 - WordPad M=l

Eile Edit “ew Insert Formak Help

NEEE RS

ssh-rsa AARARINzaClycZEAALABIQAARIEAW3ImEhEXFECD/EleckilIBGaeaGwSowvofTZXNTEWE 6P ¥WIvDALP ¥vhxs6 jheH1WuSSDwe2 HE/ xSab+U2

___m. Save changes into that file and close it
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22. Make sure that the server is running:

___a. Click Server status tab and you should see ‘SSH server is running’:

|lzers Host restrictions I Logaging I Online userz I Automatic updates
Telret I S5H I Authentication I E nroptian I Tunneling I SFTF

;x Telnet zerver is not rnning.
Click here to start it.

? 55H semver iz running.
There are no uzers curently online.

Click here ta ztop ik,
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What you did in this exercise

In this lab, you installed the freeSSHd server and created two users. Then you continued to install and
configure the PuTTYgen to generate key pair as a prerequisite for the FTP Adapter — SSH support lab.
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